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Zusammenfassung

In dieser Arbeit wird eine neue Art der Nachrichtenvermittlung fur die Kom-
munikation in hochmobilen Ad-hoc-Netzen vorgestellt. Ad-hoc-Netze ar-
beiten drahtlos und verwenden keine ausgezeichneten Stationen oder feste
Infrastruktur. Aufgrund der Mobilitat der Knoten wechselt die Netztopolo-
gie standig und ist nicht vorhersagbar.

Diese neuartige Nachrichtenvermittlung wird hier im Kontext einer direk-
ten Kommunikation zwischen Fahrzeugen erforscht. In solchen hochmo-
bilen Ad-hoc-Netzen kennen die Knoten ublicherweise nicht von vornherein
die Identitat ihrer Kommunikationspartner. Au erdem erschweren die dy-
namische Netztopologie und die knappe Bandbreite der Kommunikations-
wege den regelma igen Austausch von Informationen uber den Netzzustand.
Dies macht ein neues Paradigma der Nachrichtenvermittlung erforderlich, in
welchem die Nachrichten implizit an ihre Empfanger adressiert werden und
der Empfang von der momentanen Situation abhangt.

Dabei erreicht der Urheber mit einer Nachricht durch gezieltes und kontrol-
liertes Fluten des Netzes ( ooding) die Bestimmungsorte. Die Empfanger
einer solchen Nachricht verwenden ihr Wissen uber ihr Umfeld, um zu
entscheiden, ob die Nachricht fur sie bestimmt ist. Weiterhin wird der Al-
gorithmus zur Nachrichtenvermittlung derart angepasst, dass das Problem
zeitweise getrennter Netzkomponenten besser bewaltigt wird.

Der hier vorgeschlagene Algorithmus zur Nachrichtenvermittlung erfordert
den Zusammenschluss mehrerer Knoten zu einer dynamischen Gruppe. Da-
her wird ein neuartiger, lokaler Gruppenbildungsdienst spezi ziert, der sich
an den schwierigen Verhaltnisse in Ad-hoc-Netzen orientiert. Bei dieser
lokalen Gruppenbildung verfolgen die Knoten lediglich die Mitgliedschaft
ihrer unmittelbaren Nachbarn.

Um die entwickelten Algorithmen zu bewerten, wird die Anwendung des
Ad-hoc-Netzes in einem Autobahnstauszenario simuliert. Es werden ver-
schiedene Metriken eingefuhrt, die die Leistungsfahigkeit der implemen-



tierten Protokollschichten messen. Die Ergebnisse der Simulationen zeigen
die beeindruckende Wirkung vergleichsweise einfacher, verteilter Protokolle,
die uber ein hochmobiles Ad-hoc-Netz kommunizieren und in einer realistis-
chen Umgebung interagieren.



Abstract

This thesis proposes the use of a new routing paradigm to enable commu-
nication in highly mobile, ad hoc networks, which operate wirelessly in the
absence of dedicated master stations or xed infrastructure. Due to the
mobility of the nodes, the network topology changes frequently and unpre-
dictably.

We explore the new routing paradigm in the context of inter-vehicle com-
munication. In such highly mobile ad hoc networks, the nodes commonly do
not know the identity of their communication partners in advance. Rapid
topology changes and scarce bandwidth prevent the nodes from exchanging
updates regularly throughout the network. Therefore, we advocate a new
routing paradigm that implicitly addresses message destinations based on
the current situation of the network.

The originator of a message uses scoped and controlled ooding to reach the
destinations. The receivers of the ooded message use their knowledge of the
local environment to decide whether they match the intended destination of
the message. Furthermore, we tailor the routing algorithm to overcome the
problem of fragmentation in sparsely connected networks.

Our routing algorithm requires the mobile nodes to aggregate into a dynamic
group. Being aware of the severe conditions inherent to ad hoc networks,
we suggest a new, localized group membership service in which nodes track
the membership only of adjacent nodes.

To evaluate our communication system, we simulate the mobile ad hoc net-
work applied to a highway tra c jam scenario. We introduce several metrics
to measure the performance of each implementation layer. The results of
the simulations demonstrate the powerful e ect of rather simple, distributed
protocols communicating through a mobile ad hoc network and interacting
in a realistic environment.
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Chapter 1

Introduction

Mobile computing is proliferating as devices are becoming smaller, cheaper,
and more powerful. By combining mobile devices with wireless communi-
cation abilities, the vision of being connected anytime anywhere will soon
be a reality. New applications arise from mobile entities interacting and
collaborating towards a common goal. With cellular phones already widely
employed, and the mobile Internet emerging into the market place, concepts
of dynamic wireless networks that do not depend on expensive infrastructure
draw attention to the rapidly expanding research area of so called ad hoc net-
works. The miniaturization of both computers and wireless communication
devices, plus the availability of sophisticated global positioning techniques
enable a novel approach in networking: Mobile devices constitute a mobile
ad hoc network when they directly and wirelessly communicate with other
devices nearby without any xed infrastructure. The mobile nodes move
and thus the network topology changes dynamically and frequently. The
absence of any hierarchy, established infrastructure, or centralized adminis-
tration forces the nodes to control the network on their own. We quote the
de nition of a mobile ad hoc network from the charter of the corresponding
Internet Engineering Task Force (IETF):

\A ‘mobile ad hoc network’ (MANET) is an autonomous system
of mobile routers (and associated hosts) connected by wireless
links ] the union of which forms an arbitrary graph. The routers
are free to move randomly and organize themselves arbitrarily;
thus, the network’s wireless topology may change rapidly and un-
predictably. Such a network may operate in a standalone fashion,
or may be connected to the larger Internet.” [IET]
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The bene ts of ad hoc networks appeal to applications like conferences,
meetings, disaster relief, rescue missions, and battle eld operation. Such
scenarios typically lack a central administration or wired infrastructure.
We identify another area in which to deploy the concept of mobile ad hoc
networks J direct wireless communication between vehicles in road tra c.

In so-called inter-vehicle communication, vehicles are equipped with com-
puter controlled radio modems allowing them to contact other equipped
vehicles in their vicinity. By exchanging information, vehicles build knowl-
edge about the local tra c situation which can improve comfort and safety
in driving. In contrast to applications of inter-vehicle communication to
cooperative driving [KK92, AF96], platooning and automated highways
[SV93, Li95, GF97, OKFF98], we avoid the requirements of high bandwidth,
expensive equipment and infrastructure, and 100% deployment. The topic
of inter-vehicle communication has been widely addressed in vehicular tech-
nology. However, the term ad hoc networks is seldomly used in conjunction
with inter-vehicle communication as e.g. in [BSH00, MJK™00].

As an example of collaboration through inter-vehicle communication, we
study the detection of tra ¢ jams on a highway. Once an equipped vehicle
slows down signi cantly, it suspects that it is inside a tra ¢ jam. Then, it
starts communicating with equipped vehicles nearby to share information on
the driving situation. Vehicles inside the tra c jam create a dynamic group
and try to establish common knowledge about the size, the beginning and
the end of the congestion. Equipped vehicles that approach the tra c jam
can then be warned and alert the driver. Also, the up-to-date information
on the tra ¢ jam can trigger dynamic navigation systems in other vehicles
to nd a detour around the congested road. Thus, we intend to help the
driver cope with a potentially dangerous or inconvenient situation.

The idea of tra ¢ jam detection highlights a new routing problem in highly
mobile ad hoc networks. Frequent topology changes, scarce bandwidth, and
large-scale coverage prevent the hosts from exchanging position and routing
table updates throughout the whole network. Instead, the hosts maintain
network information only about the local environment. The mobile hosts
commonly do not know the identities of their communication partners in
advance. Rather, the vehicles direct messages to geographic regions or to
other vehicles with certain constraints on velocity, relative positions in the
current situation, or similar vehicular parameters. Recent approaches in
geographic routing where the destination of data packets is a location rather

18



Figure 1.1: Tra c jam detection via inter-vehicle communication

than a xed address, show the signi cance of such a new routing paradigm.

We extend the idea of implicitly addressing messages. Basically, the origi-
nator of a message uses scoped and controlled ooding to reach the destina-
tion. The receivers of the ooded message use their knowledge of the local
environment to decide whether they match the intended destination of the
message. We call this mechanism situation based routing (SBR).

We envision inter-vehicle communication to be deployed gradually. The
success of the system in the market place depends on the system functioning
and producing visible results even if only a few vehicles are equipped with
this system. Thus, we gear the routing algorithm to small deployment of
the system when the network possibly is disconnected.

1.1 Thesis Contributions

The contributions of this thesis are three-fold. First, we advocate a new
routing paradigm for highly mobile ad hoc networks. In order to cope with
the anonymity of hosts, the absence of hierarchy and xed infrastructure,
and the rapidly changing network topology, we shift the routing of mes-
sages from explicitly naming the identities of destinations to an implicit
addressing of messages. Simple but controlled ooding distributes messages
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throughout the network. By this, we avoid the prerequisites of routing tables
and knowledge on the network topology. Due to the high mobility, keeping
this information up-to-date would cause a large overhead both in control
messages to be sent and in memory to store the routing tables.

We use intelligent and scoped ooding to ful Il the new routing require-
ments. We extend the relatively new ideas of controlling and aiding the mes-
sage dissemination with geographic positioning. Employing omnidirectional
antennas, we take advantage of the broadcasting nature of radio waves; a
packet sent by one host can reach multiple receivers simultaneously. Recip-
ients of the ooded message forward it after a waiting time that depends on
the individual distance from the receiver to the sender of the message that
we calculate from geographic positions. There, receivers far away need to
wait for a shorter time and spread the message faster than closer receivers.

In the early stages of deployment of the inter-vehicle communication system,
the resulting ad hoc network is likely to su er from temporary disconnec-
tions. Hence, we tailor the routing algorithm to overcome the problem of
fragmentation in sparsely connected networks by taking advantage of the
high velocity and the mobility pattern of hosts in inter-vehicle communica-
tion. There, vehicles driving in the opposite direction transport the message
backwards on the road and close gaps in the network topology which possibly
occur due to sparse deployment of the system.

Second, we investigate the problem of group formation in the context of mo-
bile ad hoc networks. Our routing algorithm requires the mobile nodes to
aggregate into a dynamic group. Regarding our application to detect a traf-

¢ jam, the group includes all vehicles that slow down in the same driving
direction on the highway. A prominent impossibility result in asynchronous
distributed systems with crash failures [CHTCB96] is still fueling the re-
search community in the area of partitionable group membership services.
Being aware of the theoretical obstacles and of the severe conditions inherent
to ad hoc networks, we suggest reducing the group membership service to
the local environment of a node. Having an application in ad hoc networks
at hand, we also demonstrate the usefulness of our localized membership
service approach. Reasoning about the formal model illustrates the possible
pitfalls to be avoided in our implementation.

Third, we integrate the routing mechanism with the localized group mem-
bership service into an inter-vehicle communication system. We implement
the communication system using the Speci cation and Description Language
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(SDL). A simulation demonstrates the e ect such a system has in a realistic
highway tra c situation. Thus, this thesis also outlines a prototype of an
inter-vehicle communication system ready to be built.

1.2 Outline

This dissertation is organized as follows. First, we describe in Chapter 2
the new routing paradigm which is used to detect tra c¢ jams. The sec-
tion on related work in routing with geographic or spatial constraints gives
the context for our proposal of a new routing method in highly mobile ad
hoc networks. As indicated in this chapter, the unicast problem requires a
membership service that maintains a dynamic group of mobile nodes.

Therefore, Chapter 3 covers the group membership problem applied to mo-
bile ad hoc networks. We again discuss related work, now in the area of par-
titionable group communication in asynchronous distributed systems. Then,
we derive a speci cation for a new localized group membership service that
supports our routing problem.

In Chapter 4, we present an integrated vehicle communication system that
implements the ideas developed in the previous chapters, namely the lo-
calized group membership service and the routing mechanism. Finally, in
Chapters 5 and 6, we discuss the network simulation of this communication
system embedded into a realistic highway tra c scenario. We develop met-
rics to measure our proposed protocols and analyze the simulation results.
We conclude this thesis and suggest future directions in Chapter 7.

The Appendix A repeats the formal de nition of the temporal logic oper-
ators from Manna and Pnueli [MP92] that we use for de ning the group
membership service. The Appendices B and C explain the simulator mod-
ules.
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Chapter 2

Routing in Mobile Ad Hoc
Networks

In inter-vehicle communication, the vehicles form a mobile ad hoc network
which consists of mobile hosts that communicate via wireless links. Due
to mobility, the topology of the network changes continuously and wireless
links establish and break down frequently. Moreover, the ad hoc network
operates in the absence of xed infrastructure, forcing the hosts to orga-
nize the exchange of information decentrally. The research area of mobile
ad hoc networks has recently gained importance and established itself as a
standalone direction within the eld of wireless communication and network-
ing. In August 2000, the rst workshop on \Mobile Ad Hoc Networking &
Computing (MobiHOC)" [Mob00] took place in conjunction with the sixth
annual conference on \Mobile Computing and Networking.” In response to
the increasing interest, the organizers decided to hold the next MobiHOC
as an independent symposium on an annual schedule [Mob01].

Research in the area of mobile ad hoc networking mainly focuses on routing
issues [BMJ*98, RT99, CGZ98, HOTV99, BMSU99, CL00]. In routing,
we distinguish the unicast and the multicast problem. For unicasting, the
network nds a communication path from a sender to one receiver. In the
multicast problem, a message targets multiple receivers either by a list of
individual addresses or by a single group address. In the latter case, a
group communication service commonly maintains the group membership
and provides a broadcast to all group members.

When applied to wireless communication between vehicles in road tra c sce-
narios, the problem of routing a message to a known receiver shifts towards
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routing a message to unknown receivers with certain constraints on the role
the addressee plays in the current situation. We call this anonymous ad-
dressing because the receivers decide on their own, based on current values
of the vehicle’s parameters and on the contents of the message, whether they
are the intended destination. Mostly the position and velocity of vehicles
determine whether they are the destination of a message. For detecting the
size of atra ¢ jam, the leading vehicle inside the congestion sends a message
to the last vehicle and vice versa. The identity of the receiver is a priori
unknown to the initiator of the message. Hence, the geographic location
of vehicles in a given tra c situation a ects the destination of a message
rather than the identity of hosts. Novel studies [BH00, IN99, KK00, SR00]
in geographic and location based routing re ect the need for an alternative
addressing scheme in mobile ad hoc networks.

2.1 Related Work

An overview on the topic of routing in mobile ad hoc networks is given in
[BMJ*98, RT99]. The authors compare the performance of several routing
protocols to nd a communication path from a sender to a known receiver.
Solutions for this classic de nition of the routing problem are comparable.
However, as mentioned above, we need a di erent approach to the routing
problem. Hence, in the following we concentrate on work about routing with
geographic or spatial constraints and reliability issues.

2.1.1 Reliable Broadcast

Pagani and Rossi [PR97, PR99] address the problem of reliable broadcast in
mobile ad hoc networks. The semantics of a reliable broadcast in the nite,
fully mobile network is that all mobile hosts deliver the same set of messages
to the upper layer. By using the term \fully mobile,” the authors imply the
absence of xed infrastructure. Other characteristics of the network model
include arbitrary mobility of hosts and point-to-multipoint communication
primitives as found in radio networks. The protocol tolerates communication
failures and host mobility. A liveness property re ects the assumption that
in case of temporary disconnections, the network is eventually repaired and
remains connected long enough for message and acknowledgment exchange.
The protocol works on top of a medium access control (MAC) layer and an
underlying clustering layer that structures the network into cluster-heads,
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gateways, and regular hosts. The failure model only allows transient failures
that do not cause the loss of states. The authors prove the correctness
and the termination of the protocol based on the liveness property of the
network. The protocol is composed of two phases: In the scattering phase,
the message is di used to all receiver members, and in the gathering phase,
the acknowledgments are collected from the receivers. A forwarding tree
is constructed implicitly during the scattering phase and will be destroyed
after message stabilization when the protocol terminates.

The authors presuppose that the network is already structured into clusters.
The clustering algorithm uses neighborhood information that a host derives
from \I-am-alive™ messages. We will employ a similar heartbeat mechanism,
too. The authors state the properties of the clustering algorithm and cite
two known approaches in the literature [EWB87, GT95]. However, we feel
that the overhead of communication caused by providing such a powerful
structuring cannot be neglected and should be integrated into performance
measures. In our model, we thus will investigate all layers that need to
exchange messages. Finally, we allow the network to be fragmented and in
turn we only achieve a weaker reliability in communication.

2.1.2 Epidemiological Protocols

Lin et al. [LMM?99] study two protocols for reliable, fault-tolerant broadcast.
The authors call their approach epidemiological. A simple gossiping® proto-
col is compared with a deterministic ooding? mechanism. The assumptions
on the network are:

(1) the network is fully connected (i.e. the communication graph is a
clique)

(2) each processor knows the other processors
(3) links are point-to-point connections

(4) links and nodes can fail; the model assumes for each failure type the
same and independent probability.

1In a gossiping protocol, a receiver forwards a message to a randomly chosen subset of
its neighbors.
2In a ooding protocol, a receiver forwards a message to all neighbors.
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Further on, no processor plays a speci c role (e.g. the role of a master
station). The protocols work without acknowledgments and achieve fault-
tolerance instead by redundant deliveries of the message. The gossiping
protocol is a probabilistic ooding method where the processor chooses its
communication partners for forwarding the message randomly. In deter-
ministic ooding, the communication partners are chosen according to a
superimposed Harary graph. Harary gave an algorithm for constructing a
graph in Hp.¢ for any value of n and t < n [Har62].

Although the assumptions (1){(4) are not valid in our application, the idea
of avoiding acknowledgments ina at network without hierarchy suits ad hoc
networks. We think that a ooding algorithm achieves better results than
selecting a subset of neighbors in gossiping with radio communication that
inherently broadcasts messages in transmission range. In dynamic ad hoc
networks, we cannot construct a Harary graph because we lack the topology
information that is either stale or not available at all.

2.1.3 Sensor Networks

Intanagonwiwat et al. [IGEOQ] investigate communication in wireless sensor
networks which are quite similar to ad hoc networks. The topology of sen-
sor networks is not prede ned and may change dynamically. As in ad hoc
networks, no xed infrastructure supports the communication. Even more
important than in ad hoc networks is the large scale on which sensor net-
works operate. The authors present a data-centric dissemination paradigm
called \directed di usion™ in sensor networks. All interactions in the net-
work are localized and based on message exchange between neighbors or
nodes in some vicinity.

A human operator queries the sensor network about data in a speci ed
region. The network then di uses the interest towards nodes in the named
region. If a node inside the region receives an interest, it collects the sensor
data and returns the information on the reverse path of interest propagation.
Intermediate nodes might aggregate the data on its way back. The authors
propose ooding for disseminating the interest request. Thus, the request
reaches its destination possibly via multiple paths. Reinforcement-based
adaption to the empirically best path then establishes the way for the data
to return. By aggregating and caching data, the di usion process is further
optimized towards power consumption.
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The authors simulate a static and randomly deployed sensor network with
the ns-2 simulator [ns2]. A comparison with an omniscient multicast scheme
that transmits events along a shortest-path multicast tree shows that di-
rected di usion outperforms the traditional routing scheme. To investigate
the network under dynamic changes, randomly chosen nodes fail and recover
intermittently. The di usion mechanism is stable under the conditions stud-
ied in this paper.

The data-centric approach is close to our scoped ooding scheme. Even
though sensor networks also operate on a large scale, they do not exhibit
high mobility like vehicle-to-vehicle communication.

2.1.4 Geocasting and Location Based Routing

In this section, we present the work speci ¢ to routing combined with geo-
graphic positions in chronological order.

At Rutgers University

Imielinski and Navas [N197, IN99] coined the term \GeoCast" for multicas-
ting a message to a certain geographical region. The intended recipients of
a geocast are determined implicitly by their geographical location. The au-
thors extend the capabilities of the current network layer of the Internet pro-
tocol (IP). A prototype system introduces three new types of components |
GeoHosts that are capable of sending and receiving geographic messages,
GeoNodes that maintain a subnet or wireless cell, and GeoRouters that
connect to the Internet and are basically routers which are geographically
aware.

We also apply geographic addressing enriched with task speci ¢ information
to determine the intended recipient of a message. While Imielinski and Navas
focus on integrating geographic messaging into the existing IP framework
and impose a hierarchical network structure, we cannot directly transfer the
routing method to the at and decentrally organized type of mobile ad hoc
networks.

At Texas A&M University

Ko and Vaidya [KV98, KV00] propose using location information to reduce
the message overhead of routing protocols in mobile ad hoc networks. In
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Figure 2.1: Zones in LAR by Ko and Vaidya from [KV98]

Location-Aided Routing (LAR), the destination of a data packet is com-
posed of an identi er and an estimation on the destination node’s current
position. For example, the sender received position information about the
destination node earlier. The sender then de nes a circular region around
this previous location called the \expected zone." The older the position
information, the greater the radius of the expected zone. For a LAR unicast,
the sender initiates a route discovery to the expected zone where it suspects
the destination node to reside. The so-called \request zone™ of the message
connects the expected zone with the location of the sender spatially. For
the route discovery, the message oods the network limited to the request
zone. An example on expected and request zone is depicted in Figure 2.1.
If the sender has no information in the location of the destination node,
the algorithm behaves like unlimited ooding and spreads the message into
all directions to nd the destination node. After the request has reached
the destination, the discovered route is sent back to the initiator. In a sec-
ond phase, the originator sends the data along the discovered path to the
destination.

The Location-Based Multicast (LBM) in [KV99] extends the idea of LAR
towards multicasting. Herein, Ko and Vaidya adopt the term \geocast"
for addressing a multicast to nodes within a geographical area from [NI197].
The sender de nes the \multicast region" as the destination of a message.
Identi ers or group addresses are not necessary. Similar to the request zone
in LAR, a \forwarding zone" covers the sender and includes the multicast
region. LBM uses ooding that is limited to the forwarding zone akin to
LAR does for discovering a route to the destination node. In contrast to
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LAR, LBM already delivers the data packet through this limited ooding
process and thus the second phase is omitted.

Ko and Vaidya simulated both algorithm LAR and LBM using MaRS (Mary-
land Routing Simulator). The nodes move randomly with an average speed
inside a 1000 unit 1000 unit square plane. The average velocities vary
between 1.5 to 32.5 units per second. The transmission range is set to 200,
300, 400, and 500 units. The units are not related to distances in meters.
Also, the authors do not consider packet loss nor delays in accessing the
wireless channel and transmitting packets.

We also utilize ooding in routing a data packet from the beginning of the
tra c jam to the end and vice versa. In contrast, we neither know the
identity of the destination nor an estimated location. Di erent to LAR
which uses two phases, we include the data already in the ooded message
i.e. no second phase after route discovery is needed.

At Federal University of Minas Gerais, Brazil

Céamara and Loureiro [CL00] present the GPSAL routing algorithm, which
is based on the Global Positioning System (GPS) and mobile software agents
modeled on ants. Again, the destination of a packet is a physical location.
Ants are used to collect and disseminate information about the location of
nodes. The ants update the routing tables of hosts that maintain positions
and previous positions of other hosts. Upon detecting a new neighbor, hosts
exchange possibly their entire routing tables. Also, each host periodically
broadcasts the changes that occurred in its routing table since the last up-
date.

The simulation model consists of up to 50 nodes. No transmission errors or
delays occur. The authors measure the routing overhead as the number of
generated packets per data packet. The results for GPSAL are compared to
an implementation of the LAR [KV98] routing algorithm. In all scenarios,
GPSAL produces less packets per data packet and hence operates with lower
overhead.

In our application, we may encounter many more than 50 hosts. Also, due
to high mobility, the location information on the network becomes stale and
can only re ect a current snapshot if the nodes massively transmit their
information. Routing tables may be long and thus the data transmission in-
volves delays because of limited bandwidth. Finally, we assume that packets
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are lost or delayed in a wireless network where the channel is used to a high
extent.

At University of Ottawa and Carleton University, Canada

Bose, Morin, Stojmenovic, and Urrutia [BMSU99] present an algorithm that
guarantees delivery of packets to a known destination location. They model
an ad hoc wireless network as a unit graph in which nodes are points in the
plane, and in which edges between two points exist if the nodes are closer
than a xed transmission range. The graph is assumed to be connected
and static during the operation. As a prerequisite, each node knows its
own position, its neighbors and their positions as well as the position of the
destination node. The proposed algorithm FACE requires no duplication of
packets or memory at the nodes. It rst establishes a Gabriel graph which
is a connected, planar subgraph of the underlying unit graph. The authors
sketch a distributed algorithm to construct a Gabriel graph by deleting cer-
tain edges but they omit to explain how two nodes agree on deleting a link.
Nor do the authors address the issue of collectively starting a distributed
algorithm at individual hosts.

The edges in the Gabriel graph bound polygonals that partition the plane
into faces. In the next phase, the packet is routed along those faces that are
intersected by the straight line between the source node and the destination
location. In Figure 2.2, we depict an example of routing with the FACE-2
algorithm. As a metric, the authors measure the \average dilation™ of a
routing algorithm which is the sum for all possible pairs of nodes of the
length in hops of a path found divided by the length of the shortest path.
The sum is then normalized through division by the number of pairs. Two
versions of the FACE algorithm are compared with the algorithm for \geo-
graphic distance routing” (GEDIR) proposed by [SL99] and with a hybrid
form of both algorithms. The GEDIR algorithm is a greedy algorithm that
always moves the packet to the neighbor closest to the destination. In con-
trast to FACE, each node or the packet has to store the history information
about the routing process. An extension of the memoryless FACE algorithm
towards broadcasting and geocasting ] i.e. multicasting inside a destination
region ] is also discussed.

Stojmenovic et al. [SL00, SR00] present further research on location based
routing. The authors adopt the term \localized algorithms" from [EGHK99]
as distributed algorithms where simple node behavior based on decisions
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Figure 2.2: Routing using FACE-2 from [BMSU99]

made by local knowledge achieves desired global objective. Applied to the
problem of location based routing, the presented localized routing algorithms
only requires nodes to know their own position, their neighbors and their
neighbors’ position as well as the approximate location of the destination
node. Stojmenovic and Russell [SRO0] propose a localized routing algorithm
based on depth- rst search (DFS). The extension to depth- rst search in
graphs is that the neighboring nodes are sorted by their distance to the
destination. Then, the closest neighbor to the destination is chosen for
forwarding the message rst. The authors also incorporate quality-of-service
(QoS) constraints into DFS such that a path ful lls certain requirements on
bandwidth and connection time. A node estimates the latter by taking
into account knowledge about position, velocity and direction of the moving
neighbors. When simulated on random static and connected networks, the
DFS algorithm produces QoS paths that are on average 1 to 1.34 times
longer than the shortest path.

The approach of localized algorithms is attractive in our context with highly
mobile hosts. However, we cannot assume that the network is always con-
nected and remains static during routing. Therefore, the result on guaran-
teed delivery is not transferable to our model. We also reduce the knowledge
of the position of neighboring nodes to those inside the tra ¢ jam.

At Massachusetts Institute of Technology

Li et al. [LJC™00] address the question of providing a location service for ge-
ographic routing in large scale, mobile ad hoc networks. The authors sketch
a simple yet e cient and scalable routing mechanism, which forwards data
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packets along those nodes that are closer to the physical location of the
destination of a message. This requires rst that each node maintains a
table of its current neighbors along with their locations to decide upon for-
warding which neighbor is closest to the destination. Every node announces
its presence, position and velocity to its neighbors within radio range by
broadcasting HELLO packets periodically.

Second, the network must provide a location service where senders query
the current location of the message’s destination node. If only a single and
global server provides the location service, a number of disadvantages occur.
These include a single point of failure, less scalability for a large number of
mobile nodes and possibly long distances to a distant server querying the
location of a node nearby. Thus, the authors propose a distributed grid
location service (GLS) that uses a hierarchical and global partition of the
world into squares. In GLS, a node maintains its current location in a
number of location servers distributed throughout the network. Each node
acts also as a location server for other nodes.

The authors simulated GLS and data tra c using the ns simulator with
CMU’s wireless extensions. The simulator incorporates the full IEEE 802.11
medium access control. The transmission range is a disc with a 250 m radius.
The bandwidth is set to 1 and 2 Megabit per second. The nodes are placed
uniformly in the square world up to 2900 m side length. The nodes move
according to a random waypoint model with an average velocity between 0
and 10 meters per second. For the metric of the GLS query success rate,
the maximum speed also takes values up to 50 m/s which is 180 km/h and
about 110 miles per hour.

Combining GLS with geographic forwarding creates a traditional network
layer: any node can send packets to any other node in the network. The
mobility is hidden from the user. Still, this approach assumes that the host
sending a packet knows the identity or address of the destination host. In our
model, we do not know the name of the vehicles at the border of the tra ¢
jam. Moreover, we advocate vehicles to not periodically broadcast their
location and their velocity. Such information may cause privacy concerns
and also extends the length of packets which are periodically broadcast. Our
neighborhood service reduces the HELLO packets to the identity of the host
to keep the usage of the wireless channel at a minimum.

In [MJK™00], the authors design the CarNet wireless network system around
their work on GLS and geographic forwarding. As the name implies, Car-
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Net is an application of wireless ad hoc networks to vehicles in road tra c.
The vision of all cars forming a network is to support new applications like
cooperative highway congestion monitoring, eet tracking, and discovery of
nearby points of interest. As an important goal, the authors mention IP
connectivity and Internet access and thus require a xed gateway. How-
ever, this is not the scope of our work because it violates the assumption of
operation without infrastructure.

At Harvard University

Karp and Kung [KKO00] propose the Greedy Perimeter Stateless Routing
(GPSR) protocol for wireless networks with location information in the in-
termediate routers and on the packet’s destination. In GPSR, routers decide
upon forwarding a packet using the information about immediate neighbors.
By keeping state only about the local topology, GPSR scales well with the
number of network nodes and a frequently changing network topology. The
GPSR algorithm solves the task of geographic routing i.e. nding a com-
munication path to a destination’s location. Hence, it requires a location
registration and lookup service that maps nodes addresses of locations like
previously discussed for GLS in [LJC™*00].

Periodically, each node transmits a beacon with its own address and position.
To avoid synchronization of neighbors due to a xed beacon interval B,
the beacon rate is randomly chosen between [0:5B; 1:5B]. After a timeout
interval T = 4:5B not receiving a beacon, a node deletes that neighbor from
its table.

The GPSR algorithm consists of two methods for forwarding packets: \greedy
forwarding™ and \perimeter forwarding,” which is used when greedy for-
warding does not succeed. First, a router uses greedy forwarding and sends
the packet to the neighbor closest to the destination. In case the router itself
is already the closest neighbor as seen in Figure 2.3, the algorithm switches
to perimeter forwarding and saves the current distance L to the destina-
tion. Then, GPSR uses a planarized graph ] either a relative neighborhood
graph or a Gabriel graph | and forwards the packet counterclockwise along
the face intersected by the line connecting the router with the destination.
In the example of Figure 2.3, the router r would choose node s in perimeter
forwarding. Upon receiving a packet in perimeter mode, the node compares
its own distance to the destination with the saved length L when the packet
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r : current router of packet
D : destination of packet
L : remaining distance

to destination

Q : transmission area

Figure 2.3: Greedy forwarding failure in Karp and Kung’s routing algorithm
from [KKO00]

enters perimeter forwarding. If this distance is smaller than L, the router
switches back to greedy forwarding.

Karp and Kung simulate GPSR in densely deployed wireless networks using
the ns-2 simulator with CMU’s wireless extensions. As the medium access
control, the IEEE 802.11 standard is implemented with a 250 m radio range.
The nodes move according to the random waypoint model with 20 m/s as
the maximum velocity. GPSR delivers upwards of 94% of data packets
successfully and causes less overhead than Dynamic Source Routing (DSR)
[BIM98] in networks with 112 and 200 nodes.

Karp and Kung’s approach shows that scaling in both number of nodes
and mobility rate is important and achievable. However, in inter-vehicle
communication, extensively disseminating and updating knowledge on the
neighbors locations is problematic because of scarce bandwidth. We use
a similar beacon mechanism that only broadcasts the identity of the vehi-
cle. Later, when vehicles slow down in tra ¢ jams and collaborate towards
classifying the tra c jam, single messages may contain the position of the
sender.

At University of California, Berkeley

Jain et al. [JPS99] investigate a geographical routing algorithm (GAL) in
wireless ad hoc networks with partial information. The authors assume that
all nodes know their geographical position and the position of the packet’s
destination. All nodes build up a routing table that initially contains the
positions of their neighbors. If a node needs to route a packet to a given
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destination, it sends the packet to the neighbor that is closest to the desti-
nation.

If a node is closer to the destination than all its neighbors, the message
is stuck and a route discovery procedure is initiated. Via breadth- rst or
depth- rst search, a path is found to the destination. All nodes on the this
path update their routing tables and the node where the packet got stuck
sends it to the destination. If the discovered path is acyclic and the updates
of routing tables happen in reverse order, the authors can prove the cor-
rectness of GAL. However, this result applies solely to statically connected
networks without node or link failures.

An advantage of GAL is that it operates on small routing tables which
are not required to have an entry for every node in the network. Instead
of needing full information on the topology, GAL works with only partial
knowledge about the ad hoc network. In order to cope with dynamics when
nodes and links fail, and with the mobility of nodes, the authors propose an
extension to GAL called the tear down protocol. Every node learns about
its neighbors through \hello" messages. These hello messages also contain
the current routing table of the sending node.

The authors simulated GAL and compared it to the Destination-Sequenced
Distance-Vector (DSDV) [PB94] algorithm. The number of nodes varies
between 10 and 102. The routing table size in GAL remains below 15 entries
whereas the routing table of DSDV grows proportionally with the network
size.

We agree on the approach of using partial or local information for routing
in mobile ad hoc networks. In our model, the nodes can be highly mobile
and the assumption on an always connected network is not necessarily valid.
Thus, we further reduce control messages for routing to short beacons that
contain only the identity of a neighbor. In contrast to GAL, we omit the
route discovery phase and use scoped ooding to deliver a message to a
destination. Hence, we do not cause overhead by establishing a route that
could soon be outdated.

2.1.5 Content Based Multicast

Zhou and Singh propose in [ZS00] a new Content Based Multicast (CBM)
scheme in ad hoc networks. In CBM, the content of the data being mul-
ticast together with the mobility of the receivers determine the multicast
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set. The authors focus on application in the battle eld but mention also the
possibility of use in disaster relief. The CBM protocol is based on the idea
of \sensor-push™ and \receiver-pull.” Sensors detecting threats push the
information out into the network to some distance and direction. Individ-
ual receivers then pull threat warnings from nodes that lie in the direction
of their travel. The protocol assumes the area of operation to be mapped
and divided into regions. Every node has location capabilities by employing
GPS.

Also, a leader per region maintains a list of all threat warnings received
via push packets. Nodes pulling these threat warnings send a query to the
leader of the region that they travel to. When a leader leaves its block, the
responsibility for maintaining threat warnings passes on to a new leader. For
routing messages to regions, the Most Forward within transmission Range
(MFR) protocol [TK84] is used. Essentially, this protocol forwards packets
to the neighbor closest to the destination similar to the greedy forward-
ing mode [KKO0O0] and [JPS99] described in the previous subsection. If no
neighbor exists, the packet is dropped.

The authors simulate the algorithms in a 50 km by 50 km square area with
a battle eld scenario. However, it is unclear to which level they simulated
the ad hoc network. The topic of medium access protocols is not discussed.
In future work, they plan to include packet loss. This implies that no packet
loss was simulated if nodes are within transmission range. As a metric, the
authors observe the message overhead in their simulation. Unfortunately, it
is unclear how the message overhead is de ned. From the unit the message
overhead is noted in, we conclude that it resembles all messages received by
a node in one second. The leader election requires detailed knowledge on the
network topology within a region. We cannot follow the meager description
of the algorithm and thus are not able to evaluate the idea for application
in inter-vehicle communication.

2.1.6 Disconnected Ad Hoc Networks

At Dartmouth College

Li and Rus [LR00] address the problem of mobile users that are disconnected
in ad hoc networks. In contrast to letting the mobile host wait passively for
reconnection, the mobile hosts actively modify their trajectories to minimize
transmission delay of messages. Two avors of their approach distinguish
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whether the movements of all hosts in the system are known or not known.
The system is intended for applications like eld operations or disaster relief
that require urgent message delivery and involve cars or robots.

The authors argue that this approach is useful in ad hoc networks when
most of the network is connected and the distance between two hosts is only
slightly larger than the transmission range. However, we cannot force this
approach in inter-vehicle communication. We will also study disconnected
operation of the ad hoc network. We take advantage of the mobility pattern
in road tra c¢ where vehicles move in opposite directions. Then, a simple
extension of waiting time allows us to transport messages actively towards
their destination.

At Duke University

Vahdat and Becker [VB0O0] propose an epidemic routing protocol for dis-
connected networks. The routing mechanism is derived from epidemic al-
gorithms that provide eventual consistency in replicated databases without
requiring any particular replica to be available at a given time. Epidemic
routing relies upon carriers of messages coming into contact with another
component of the network through node mobility. At this point, nodes ex-
change pair-wise messages that the other node has not seen yet. Even if
there never exists a path in the momentary snapshot of the network, the
transitive transmission of data eventually causes a message to reach its des-
tination.

The authors simulate epidemic routing using the ns-2 simulator with 50
nodes in a plane of 1500 m 30 m moving according to the random waypoint
model with a maximum velocity of 20 meter per second. The authors varied
the transmission range of radio communication from 250 m down to only
10 m where the network is disconnected most of the time. Still, the message
delivery rate was always 100% for a transmission range greater than 25 m
and dropped to 89.9% in case of only 10 m transmission range.

The idea of epidemic routing is very similar to our approach to letting nodes
move while waiting to forward a message until new communication partners
come into vicinity. However, we aim to avoid pair-wise communication and
achieve the spread of messages through ooding i.e. receivers forward a
pending message once.
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Our Work

In [BHOO0], we present our studies on fragmented ad hoc networks in inter-
vehicle communication targeted to hazard warning in a road tra c scenario.
The paper focuses on a multicast to a region where vehicles reside to which
the warning message is relevant. We use a ooding-based multicast similar
to LBM [KV99] but force the hosts to wait longer to forward the message
if no new neighbors are in sight. With this relatively simple approach we
achieve high delivery rates of over 85% with only 1% of the vehicles on the
road being equipped.

2.2 Routing for Inter-Vehicle Communication

In this section, we present our approach to routing in highly mobile ad hoc
networks targeted to inter-vehicle communication. As mentioned in the dis-
cussion of related work, we combine several aspects of known techniques
into our routing paradigm. These include localized operation knowing only
the direct neighbors, usage of geographic constraints, and multihopping via
scoped ooding extended towards coping with disconnected networks. Chap-
ter 4 contains the detailed speci cation of our proposed algorithms.

An impediment in mapping inter-vehicle communication to routing in ad hoc
networks is the inherent anonymity of participating hosts. As an essential
requirement in networking, every host vehicle possesses a unique identi er.
But the set of existing identi ers can easily exceed a practical size of xed
host or server tables. Plus, newly manufactured vehicles equipped with the
system join the set of existing identi ers whereas the identi ers of crashed
or scrapped vehicles leave the set. In contrast to the huge set of possible
identi ers, an ad hoc network formed in reality on the road will only connect
a small subset of identi ers. In applications of inter-vehicle communication,
a vehicle often needs to address other nearby vehicles whose identities are a
priori unknown rather than sending a packet to a speci cly identi ed vehicle.

In our sample application, we use inter-vehicle communication to detect the
current size and position of tra ¢ jams on highways. Once an equipped ve-
hicle reduces speed signi cantly it suspects itself to be inside a tra ¢ jam.
Then, it starts communicating with equipped vehicles nearby to share in-
formation on their driving situation. Slow vehicles create a dynamic group
and exchange their global positions. We determine the current size of the
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Figure 2.4. Example of detecting the tra c jam size

congestion by the distance between the two equipped vehicles at the be-
ginning and at the end of the tra ¢ jam. Unless all vehicles on the road
are equipped, the result is always an approximation because unequipped
vehicles may extend the size of the congestion but cannot participate in
the wireless communication. Figure 2.4 provides an example of the above
described situation.

As a requirement for building useful applications in inter-vehicle communi-
cation that improve comfort and safety in driving, vehicles need to be aware
of their locations. Many vehicles do or will soon utilize navigation systems
like the Global Positioning System (GPS). Although todays GPS receivers
are accurate to within 10 m, we still expect improvement during the next
several years. Future navigation systems will use di erential correction or
integrate inertial sensors to enhance the accuracy of positioning down to one
meter or better [WRW98]. Assuming that equipped vehicles know their lo-
cation more or less accurately, they can enrich their messages with position
information that helps the system to inform the driver in a sophisticated
way. Using a digital road map, the vehicle is aware of the road it drives on.
Thus, each equipped vehicle knows its position and whether it travels on a
highway, so that the precondition for our tra c jam detection is feasible.

As a straightforward strategy, the group inside the tra c¢ jam would elect
the two outermost vehicles in the congestion as leaders and calculate the
distance between them. However, we cannot rely on wireless radio commu-
nication. Moreover, the network topology and the outermost vehicles change
frequently. We require an e cient and timely algorithm whereas the classic
group formation and leadership election would create a large overhead. Also,
we cannot guarantee that the sub-topology covering the group members is
connected all the time. Even in a connected network, the vehicles operate
asynchronously and thus perfect agreement on all members is impossible to
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Figure 2.5: Example of classi cation of vehicle at beginning of jam

achieve when nodes and links are prone to failure.

We propose therefore a simpler and more e cient approach that reduces the
group formation to the local environment of an equipped vehicle. Therein,
only direct neighbors that are in radio communication range of each other
exchange group membership and position information. Each vehicle inside
the group compares its own position with the location of other jammed
vehicles nearby. Then, every vehicle decides whether it is at the beginning,
in the middle, or at the end of the tra ¢ jam.

The example in Figure 2.5 illustrates the decision of an equipped vehicle
at the beginning of the jam. There, vehicle # 2 learns about its neighbor
# 4 which is also jammed. After exchanging their positions, vehicle # 2
concludes to be at the beginning of the jam because the only neighbor who
is jammed has a smaller position.

Next, the two vehicles which have classi ed themselves as being at the border
of the congestion send messages to each other. The ad hoc network routes
these messages in an anonymous fashion || possibly over intermediate hosts |
to its destination. The destination of the message is not an explicit address,
but rather is determined by the sending direction and the constraints on the
velocity, position, and driving direction of equipped vehicles on the highway.
When a message reaches its destination, the receiver estimates the current
size and the position of the tra ¢ jam.

The routing protocol simply oods the network. Every node receiving a
message forwards it to its neighbors. Flooding a network acts like a chain
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Figure 2.6: Example of routing towards end of jam

reaction that can result in exponential growth. Nonetheless, it has the ad-
vantage of working with no knowledge about the underlying network topol-
ogy. We limit ooding to reach the destination of the message within a
certain number of hops and within a given life time of the message. We also
take advantage of the broadcasting nature of radio waves; a packet sent by
one host can reach multiple receivers simultaneously. Thus, the number of
sending activities only increases linearly with the number of hosts although
the number of packets received still grows exponentially.

Consider the example in Figure 2.6. When equipped vehicle # 2 identi es
itself to be at the beginning of the jam, it originates a message with its own
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position. In step one, this message possibly reaches the three neighbors of
the originator.

Knowing its own position, every receiver regardless of whether or not it is
a member of the group, calculates its distance to the sender. We assume
that the message contains the position of its sender. Then, the receiver
determines a waiting time depending on the distance to the sender such
that the waiting time is shorter for more distant receivers.

In our example, equipped vehicle # 4 is the farthest receiver and thus | in
step two ] forwards the message after the shortest waiting time. Receiver
# 3 and the originator # 2 get the message for the second time and discard
it. Again, the recipients # 5 and # 6 set an individual waiting time which
expires rst at equipped vehicle # 6.

In the third step the broadcast of vehicle # 6 actually reaches the equipped
vehicle # 7. This vehicle # 7 has already classi ed itself as being at the
end of the jam similarly to vehicle # 2 in Figure 2.5. Hence, when vehicle
# 7 receives the forwarded message, the anonymous routing is successful
and the vehicle # 7 calculates the size of the tra c¢ jam as the distance to
the originator.

The careful reader may already see that in the ooding based scheme mes-
sages are still waiting to be forwarded. Using the waiting time just caused
the message to take the biggest steps towards its destination. This resem-
bles the idea of greedy forwarding and geographic routing to the neighbor
closest to the destination in [JPS99, KKO00, SR00, ZS00] although in our
approach hosts do not know the locations of their neighbors. As a simple
optimization, nodes receiving a duplicate while waiting to forward a mes-
sage could remove the message from their list of pending messages. Thus,
the network load decreases but at the cost of redundancy inherent to plain

ooding schemes. Refer to Figure 2.7 for an example of the advantage that
redundancy provides in spreading a message. Trying to reach node d, node
a sends out a message in step (1) being received by nodes b and ¢. The dis-
tance between b and the sender is greater than the distance of ¢ to a. Hence,
b forwards the message while c is still waiting. In step (2), b reaches nodes ¢
and a. If we employed optimized ooding and deleted the pending message
at node c upon receiving the duplicate from node b, then the forwarding
process would halt without node d ever receiving the message. Otherwise,
using plain ooding, node ¢ forwards its pending message in step (3) de-
livering the message to node d. Also, in the presence of link failures the
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Figure 2.7: Example of redundancy in ooding

redundancy of ooding provides a higher probability of successful delivery.

To avoid messages from being circled endlessly in the network, a receiver
stops forwarding the message if a certain number of hops is reached or if a
given life time of the message expires.

When the network is connected, the multihopping of the message takes only
a few seconds depending on the length of the tra ¢ jam. Thus, it is feasible
to assume a static topology as indicated in Figure 2.6. Nevertheless, our sim-
ulations take host mobility into account and utilize a realistic, microscopic
tra ¢ model.

In previous studies on routing in ad hoc networks [BSH00], we encountered
the problem of a fragmented network due to a small humber of equipped
vehicles on the road. The success of the system in the market place depends
on the system functioning and producing visible results with only a few
vehicles being equipped. Furthermore, our simulations in [BSHOOQ] proved
that reaching the maximum of addressed vehicles a region stretching up to
5 km only takes one second. Realizing that fast delivery is not a crucial
factor, we extend our routing algorithm and allow nodes to wait and not
forward the message until new receivers move into their vicinity. By this
simple means, we overcome fragmentation of the network due to sparse
deployment and limited communication range.

Figure 2.8 sketches a tra ¢ jam scenario with less equipped vehicles than
in Figure 2.6. In step one, the message from vehicle # 2 at the beginning
of the jam spreads to the jammed neighbor # 4 and the equipped vehicle
# 3 traveling in the opposite direction. Observing the situation in step one,
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Figure 2.8: Example of routing in sparse network towards end of jam
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vehicle # 4 may consider itself at the end of the jam. However, we limit
the ooding process only by the number of hops a message can take, and by
the lifetime of a message. Hence, vehicle # 4 still participates in spreading
the message regardless of its current perspective on the situation. Assuming
that the maximum number of hops is greater than one and that the lifetime
has not expired yet, vehicle # 4 forwards in step two the message as seen
before in Figure 2.6. This time, the message is already known by all its
recipients. Vehicle # 3 continues driving in its direction while waiting for
new neighbors. When vehicle # 7 comes into vicinity and announces its
presence, vehicle # 3 forwards the pending message and thus closes the gap
between the front and the end of the jam.

As prerequisites for our routing algorithm, an equipped vehicle is aware of is
geographic position, the road and direction it is driving on, and its velocity.
In this chapter, we sketched a routing algorithm that unicasts a message
e ciently from one end of a tra c¢ jam to the other. The algorithm requires
the equipped vehicles that drive slowly on the highway to constitute a group.
Other applications could bene t from forming a group as well e.g. police
cars or re engines that travel on streets. Therefore, we investigate the
problem of group membership in the context of mobile ad hoc networks in
the following chapter.
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Chapter 3

Group Membership Service

Group membership has its roots in the research area of distributed systems.
Therefore, we map the concept of mobile ad hoc networks to an asynchronous
distributed system model.

A group membership service in a distributed system maintains a
list of the currently active and connected processes in the group.
When this list changes (with new members joining and old ones
departing or failing), the group membership service reports the
change to the group members.

In this chapter, we describe the properties of the distributed system model
by means of linear temporal logic. Two prominent characteristics distinguish
our model from common distributed systems. First, we allow an unbounded
number of processes to exist concurrently. None of the hosts are aware of an
upper threshold on population size. Second, distributed applications ] in the
context of wide-area network like the Internet, or due to mobile hosts | are
prone to temporary disconnections. Thus, recent work in group membership
speci cation, e.g. [BDM98], relaxes the demand for agreement on a single
view and allows multiple disjoint views to exist concurrently in di erent
network components. We extend this idea and propose reducing the mem-
bership problem to the local environment of a host to cope with the severe
conditions inherent to mobile ad hoc networks. A localized group mem-
bership service (LGMS) tracks the membership only of the adjacent neigh-
bors. Changes in the localized group membership [ existent neighbors join
or leave the group voluntarily or crash, new members move into vicinity |
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are installed as local views at each host. These views di er according to the
neighborhood relation among vehicles and due to transmission failures.

3.1 Related Work

The group communication paradigm [Bir93] embodies a prominent technique
in fault-tolerant and reliable distributed computing. Groups of member
processes therein interact and communicate in order to achieve a common
goal. A group communication system usually integrates a group membership
service with a reliable multicast service.

The task of the group membership service is to keep members consistently
informed about the current membership of a group by installing views. Pro-
cesses can join and leave the group or even crash J all resulting in dynamic
changes of the membership. Installed views consist of a set of members and
re ect the perception of the group’s membership. This requires the members
to agree on the composition of a view.

In recent years, several approaches to group communication and to building
fault-tolerant toolkits have been reported, including Transis [Tra], Ensem-
ble [Ens], Newtop [EMS95], Jgroup [Jgr], and Spread [Spr]. However, no

nal agreement yet exists about a general speci cation of a partitionable
group membership service. Anceaume et al. [ACBMT95] showed that triv-
ial solutions are possible in proposed speci cations for partitionable group
membership services: (1) Each member process p installs views contain-
ing only p itself (capricious view splitting) or (2) members are allowed to
install a priori determined views independent of the actual execution (capri-
cious view changes). According to Anceaume et al., the Newtop [EMS95]
group membership service does not prevent capricious view splitting and the
group membership service speci ed in [DMS95] furthermore allows useless
protocols that capriciously install views. We will later discuss our proposed
speci cation in the light of useless protocols even though it is beyond the
scope of this thesis to prove usefulness in general.

3.1.1 Mobile Systems

Prakash and Baldoni [PB98] present an architecture for group communica-
tion in the context of mobility. Three di erent types of mobile networks
are considered: (1) A cellular and (2) a virtual cellular model in which base
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stations are mobile, too, and (3) a fully mobile ad hoc network without base
stations. All models apply only to connected networks.

The location of nodes plays an important role. Hence, the authors propose a
\proximity layer" that links the group membership layer with the underlying
medium access control (MAC) layer. The MAC layer of the mobile network
provides point-to-point communication and beacons ‘I am alive’-messages
every t time units within transmission distance d. Then, a D-proximity test
tries to nd all nodes within distance D from a given node p. If D d
then a node p determines its D-proximity set of nodes by just listening to
the location stamped beacon messages. For D = d, this corresponds to our
neighborhood service which uses heartbeat messages without the location.

The group construction protocol works on top of the proximity layer. There,
a process p identi es all group members in D-proximity. Again, for D =d
this is analogous to our localized group membership service. The authors
propose a three round protocol to solve the group construction task. First,
p sends REQUEST messages to an a priori known superset S of the group
members. Second, nodes receiving the request answer with acknowledge
(ACK) or negative acknowledge (NACK) messages depending on their dis-
tance to p. In the third round, upon receiving all ACKs and NACKs from
the set S, p sends JOIN messages to all nodes from which it has gotten
positive acknowledgments.

Although the ideas of D-proximity and group construction are similar to
our approach with a neighborhood and a localized group membership ser-
vice, this work rather focuses on the solution of an informally stated group
membership problem. Moreover, the limiting assumption of full connectiv-
ity does not hold in our model. Finally, the proposed architecture requires
routing capabilities of the underlying network, which in turn is an active

eld of research in ad hoc networks. Routed messages in wireless ad hoc
networks can be arbitrarily delayed or even lost which possibly prevents the
proposed protocol to terminate.

3.1.2 View-Synchronous Group Communication

Fekete et al. [FLS97, FLS] propose a partitionable group communication ser-
vice VS and an application using VS. The speci cation is split into safety
requirements and performance and fault-tolerance requirements. The safety
requirements are expressed by an abstract state machine that associates pre-
conditions with e ects. The performance and fault-tolerance requirements
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are a set of properties that apply to executions of the state machine. The
VS speci cation is tailored to the application of a totally ordered broadcast.
However, the authors claim that other applications have used the proposed
service as well.

The speci cation as a state machine is very dense and di erent from other
approaches. Thus, it is di cult to compare the properties of the service
with other work. Also, the authors integrate the membership service and
the group communication service into one speci cation. As far as we can
judge, one di erence to our speci cation lies in the nite set of processes and
in the initial view Py that every process has on the membership. We cannot
assume such an initial set because the vehicles do not know the constellation
in the future. Moreover, in our model the processes may start at an arbitrary
time making an initial value senseless. Finally, the function to actively join
or leave a group is omitted in VS.

3.1.3 Group Membership in Wide Area Networks

Keidar et al. [KSMD99] study the task of group membership in the context
of wide area networks. Here, the membership service does not evolve from
existing services in local area networks || in contrast, it resides on dedicated
servers which are not involved in the communication among the group. This
approach makes the service scalable both in terms of the number of groups
and in the number of members in each group.

The membership service on dedicated servers uses an underlying network
event noti cation service that handles failure detection of neighboring servers
and local clients. Also, the communication between servers is reliable in the
sense that a message either eventually arrives at its destination or else the
noti cation service reports the link to be faulty. Upon receiving an event
from the noti cation service, a membership server multicasts a \proposal"
message to all other servers. This indicates that the system requires an
e cient, scalable multicast service.

An interesting core idea of the wide area membership service is to avoid de-
livering obsolete views. The membership service waits for agreement among
all the view members about what the view should be. It neither delivers a
view without such agreement nor does it deliver an obsolete view when it
has new information that the membership has changed. This implies that
the algorithm may not terminate if the network cannot stabilize fast enough.

50



On the other hand, this policy avoids network congestion caused by control
messages dealing with an outdated view.

The idea of waiting at the expense of not deciding in an unstable environ-
ment is appealing in the context of ad hoc networks where message overhead
in an inherent unreliable communication scenario needs to be carefully ob-
served. We use this idea when allowing the membership service to converge
before installing a new view. However, due to constant changes in highly mo-
bile ad hoc networks, the stabilization period is short and a time limit must
prevent the membership service from waiting forever. Also, the inherent
hierarchy in client/server approaches and prede ned, dedicated servers do
not exist in ad hoc networks. Therefore, we cannot apply this membership
service in our environment.

3.1.4 Partitionable Light-Weight Groups

Rodrigues and Guo [RGO00] describe a light-weight group service that is able
to operate in partitionable networks. A light-weight group service maps
multiple user groups onto a smaller number of instances. Then, a virtual
synchronous implementation of a group membership service works on these
fewer instances. Virtual synchrony ensures that all processes in the group re-
ceive consistent information about the group membership. Such algorithms
do not scale well for a large number of groups. Therefore, the light-weight
group service manages a pool of groups that are able to share common
resources in order to enhance the performance of the virtual synchronous
membership service. In the case of partitions, it is impossible to ensure
the consistency of mapping decisions made in distinct parts of the network.
Hence, partitionable operation requires reconciliation mechanisms when the
network fragmentation is healed.

Such an approach suits system models that already employ a virtual syn-
chronous group membership service. This assumption cannot be made in
ad hoc networks. Furthermore, the key idea for operating in partitionable
networks focuses on reconciliation procedures once the network becomes
connected again. This implies that network partitioning occurs only tem-
porarily. In contrast, we need a service that continues to operate correctly
with respect to a possibly weaker speci cation, even during the time of par-
tition.
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3.1.5 Partitionable Systems

At the University of Bologna, the group communication paradigm has been
studied and implemented for example in the Jgroup [Jgr] project. Ad-
vances in \partition-aware" group communication systems are reported in
[BDMS98, BDM98, MonQ0]. \Partition-aware™ applications continue oper-
ating without blocking when the network fragments and recon gure them-
selves when partitions merge. Babaoglu et al. [BDM98] specify a partition-
able group membership service that guarantees liveness and excludes trivial
solutions. They give an implementation that satis es the speci cation in
distributed systems with a certain stability.

The asynchronous system model consists of a nite set of processes which
communicate by passing messages between each pair of processes. Processes
may crash and communication links can transiently fail. A discrete global
clock is not accessible by the processes but helps to formulate the properties.
The system model behaves benignly because it ensures eventual symmetry
of reachable (unreachable) processes and fair channels.

Then, the partitionable group membership service (PGMS) comprises the
properties of View Accuracy, View Completeness, View Coherency, View
Order, and View Integrity. The authors discuss PGMS and show that for
every implementation of PGMS a run exists that violates a property. Thus,
it is impossible to solve PGMS. In the next step, failure detectors are em-
ployed to detect crashed processes. The failure detector exhibits the two
properties of Strong Completeness and Eventual Strong Accuracy. Theo-
retically, the implementation of the required failure detectors is impossible,
too, in asynchronous systems. However, they re ect the stability condition
of the distributed system if they are satis ed. Together with the failure
detector, the group membership becomes solvable and an implementation
is presented. Finally, a reliable multicast service complementing PGMS is
speci ed. Montresor [Mon00] uses the speci cation and algorithms in the
context of object-oriented programming.

3.1.6 Summary on Related Work

We use the work on PGMS [BDM98] as a starting point for our membership
service de nition. Our system model di ers from those presented so far be-
cause it allows a potentially in nite number of processes and these processes
may start at arbitrary times. We cannot assume knowledge of the network
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in terms of the size of population, the topology or the existence of dedicated
servers.

In contrast to other work, we use certain time limits rather than stating
properties to hold eventually. We assume that all processes nally crash
(e.g. the driver parks the car) and the operation should be guaranteed to
have nished before. Refer to Table 3.2 on page 75 that compares [BDM98]
with our approach to a group membership service.

3.2 Notation

In the remaining part of this chapter, we specify formally the asynchronous
system model and our proposed group membership service using tempo-
ral logic operators. This section brie y recalls the notation of Manna and
Pnueli’s temporal logic [MP92]. For the formal de nition of the temporal
logic operators refer to Appendix A. The time is linear and discrete, start-
ing from an initial point. Thus, the past time operators can at most reach
back until this starting point. State formulae are always evaluated from
the current time. Besides the common boolean connectives - (negation),
(disjunction), ~ (conjunction), we use the quanti ers 9 (existential) and 8
(universal).

We make use of four basic future and four basic past operators. The O
(\next") operator evaluates a formula in the following time step. Addition-
ally, the abbreviation O denotes the k-times concatenation of O. The
O (\henceforth," \always") operator describes all future time points. A
bounded version L1  limits the validity of the L1 operator to the next k
time steps. If a formula holds at some future point, we use the < (\even-
tually," \sometimes") operator. The bounded version < | again limits the
validity of the < operator to the next k time steps. The last future operator
is U; the binary operator expresses the validity of one formula until another
formula holds.

The past operators are equivalent to the above mentioned future operators.
The time step before the current time can be evaluated with the © (\pre-
vious™) operator. Again, the k-times concatenation is ©X. If a formula has
always held or at least for the last k time steps, we write H (\has-always-
been') and B | respectively. If we know that the formula has held once or
once within the last k time steps, we use € (\once™) and € | respectively.
Finally, the S (\since™) operator applies to the case that a formula holds
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O \next"
Ok Kk-times \next"
0 \henceforth," \always"

0 «  bounded \henceforth," \always"
(within next k time steps)

\eventually,” \sometimes™

<& «  bounded \eventually," \sometimes"
(within next k time steps)

PUQ \until"
(Q happens eventually and until then P holds)
©  \previous"

Ok Kk-times \previous"
H  \has-always-been"
B « bounded \has-always-been"
(within last k time steps)
\once"
< «  bounded \once"
(within last k time steps)
PSQ \since"
(Q happened before and since then P holds)

Past PN

Table 3.1: Overview on temporal logic operators

since another one has held at some past time. We derive the bounded op-
erators from Henzinger et al. [HMP91]. Table 3.1 gives an overview of the
temporal operators.

3.3 System Model

In this section, we de ne a model of the asynchronous distributed system
matching our application in inter-vehicle communication. Henceforth, the
system model covers all interacting entities during time. We use the tempo-
ral logic operators from [MP92, HMP91] introduced above to express logic
formulas with respect to time. The model explains the behavior of single
entities as well as the characteristics of the communication among them.

3.3.1 Time

The global time is modeled by a discrete global clock whose ticks are refer-
enced by an in nite set isomorphic to the natural numbers T = N. While
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APP (application)

join()

leave() view_chg()

process

| LGMS (localized group membership service) |

list_chg()

| NHS (neighborhood service) |

send() receive()

MAC (medium access control)

Figure 3.1: Architecture of a process

there is no correspondence between the ticks in the model and the real time
measured in seconds, we can achieve an arbitrary ne granularity by insert-
ing null events in the execution sequence of a process. However, processes
have no access to the global clock because they run in an asynchronous
manner.

De nition 3.1 (Global Time). The global time T ticks through an in -
nite set isomorphic to the natural numbers N.

In the following, all de nitions and properties correspond to a point in time.
To enhance readability, we omit the explicit notation of time. However, as
a reminder we mention in the informal description that a formula is to be
evaluated with respect to time.

3.3.2 Processes

The distributed system consists of processes p which communicate solely via
messages sent through a channel. Processes have a unique identi er p; (p 2
N) of which they are aware. Exactly one process exists on every equipped
vehicle. Therefore, we will use the terms vehicle, node, host and process
interchangeably. There is no common clock or common memory accessible
from the processes, and the relative speed of processes is undetermined.
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In contrast to most models found in the literature, the number of processes is
unbounded but nite at every point in time. New processes can be created
and existing processes can be destroyed. The latter corresponds to crash
failures. Each process executes by performing events from a nite set S of
valid events sequentially. The communication between processes is modeled
by send() and receive() events. A process interacts with its application by
join(), leave() and view_chg() events. The application signals with a join()
event that it enters the group membership, and with a leave() event that
it terminated its membership. The process performs a view_chg() event if a
new view of the current group membership is installed at the process. Inside
the process, two services communicate via a list_chg() event that establishes
a new list of current neighbors. Note that the view of the membership is a
subset of the list of current neighbors. While a process is idle it performs
the null event . Figure 3.1 provides an overview of the architecture of a
process.

The function captures the sequence of events performed by every process.

In addition to the above mentioned events, the dead event models process

failure that is described in detail in Section 3.3.5. As mentioned above,

we omit the explicit notation of time in our de nitions. For example, the

global event history is a function of time and processes (t;p). Using the

temporal logic operators, we can reduce the parameter of time by writing
t+1p) O (t;p) shortas O (p).

De nition 3.2 (Global Event History). The global event history de-
scribes the sequences of events that every possible process executes over time.
Formally,

NEIS[T;
if p is inactive
if pisidle

e2S if p performs event e

P2 (p):=

o N

There is no assumption on the underlying network topology. It is very
unlikely that all vehicles are in transmission range of each other, hence the
network structure is not fully connected (i.e. the corresponding graph is not
a clique). Furthermore, we cannot even assume that the imposed network
graph is connected all the time i.e. a path between every pair of nodes exists.
In case part of the network becomes disconnected from another part, the
network is called fragmented or partitioned.
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Processes are neither aware of the other processes nor of the momentary
network topology. If any service within a host presumes knowledge on these
issues, it has to build it through the messages it has received lately.

3.3.3 Location and Mobility

Each process is associated with a location in time and space. Even though
the location changes continuously while a vehicle is driving, we model loca-
tion updates in discrete steps of the global clock.

De nition 3.3 (Global Location History). The global location history
describes the location of processes during time. Formally,

NTR R
pA (p):=(xy) if pisat location (x;y)

Depending on the location of vehicles in space, wireless communication is
only possible when vehicles are in transmission range r 2 R of each other.
This imposes a neighborhood relation among processes at each global clock
tick.

De nition 3.4 (Neighborhood Relation). Two distinct processes p and
q are neighbors at time ti ! their Euclidean distance is not greater than a
given range r 2 R. Formally,

$ N N o
8p;02N:pBq:, p&EG™ ((P)x  (@x)2+( Py (@y)? r

The set N denotes all neighbors of process p at a global clock tick. Formally,

8p2N: Np:=1fq2NjpS5qg

It is easy to see that the neighborhood relation is commutative for a xed
point in time.

3.3.4 Communication

The messages are taken from a set M of valid messages.

i " is short for \if and only if."
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The radio channel is unreliable and thus messages can be lost; however,
if the message is received then we assume it to be correct. Due to the
broadcasting nature of radio waves, one send event causes receive events
potentially at all processes in transmission range simultaneously. We assume
that the transmission delay while broadcasting a radio message is negligible,
i.e. the message will be received immediately. In ad hoc radio networks, the
transmission power of antennas typically covers a range of a few hundred
meters up to about one kilometer. Taking a transmission range of r = 1 km
into account, the transmission delay a of radio waves traveling at the speed
of light ¢ = 3 108 T equals a = T 3:3 microseconds. This provides
an upper bound of time di erence for receivers scattered 1 km apart in an
actual radio network. Still, the unreliability of wireless communication can
prevent some receivers in range from actually getting the message.

An important property of communication is causality: Every reception of
messages must be caused by someone sending the message. The sender must
be also in vicinity of the receiver.

Property 3.1 (Causal Communication). A pair h ; i of global event
and location histories exhibits the causal communication property i receiv-
ing a message m at a process p requires another process g in vicinity to send
it. Formally,

8p2N: (p)=receive(m) > 992 Np: (q) =send(m)

3.3.5 Failures

Processes can fail by crashing permanently at any time of execution. After
a process has crashed, it performs the dead event . Also, processes may
start later than the beginning of the global time. From t = 0 until a process
is started for the rst time ever, it also performs dead events . We call
these processes and the crashed processes inactive, whereas processes are
active if they are idle or if they perform events from the set of valid events
S. Processes are not aware of the point in time that they fail. This means
that an active process cannot determine when it will crash.

Property 3.2 (Permanent Crashes). A global event history  exhibits
the property of permanent crashes i processes that have performed events
other than and then perform since then only perform . Formally,

8p2N: (e ~O m=)DOU (p=
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Figure 3.2: Modeling scheme of global event history

Property 3.3 (Finite Active Processes). A global event history  ex-
hibits the nite active processes property i the set of all active processes for
a given time is always nite. Formally,

UGfp2Nj (p) & gi< 1)

Other than crash failures, the nodes in the distributed system behave be-
nignly. In particular, we do not consider arbitrary, malicious, or Byzantine
faults like sending spurious messages or exhibiting any unpredictable be-
havior. Authorization mechanisms could prevent the system from intruders.
However, applying such security features contradicts the desired openness
of a network which aims to maximize its potential through many interacting
entities. The compromise between easy access and restricted usage must be
carefully crafted to let many people bene t from the application of ad hoc
networks.

We illustrate the abstract model of the global event history with the schematic
drawing in Figure 3.2.

A variety of reasons can inhibit communication over wireless links. In our
model, communication failures are grouped into send and receive omission.
We de ne processes which su er from link failures to be elements of a set
F.

De nition 3.5 (Link Failures). The set F associated with a global event
history  denotes processes that are subject to link failures (send or receive
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omission) at a global time tick. Formally,

F fp 2 Nj (p) 2 fsend(), receive()gg

A send omission happens if the underlying medium access control (MAC)
fails in claiming the channel for transmission before a time-out occurs. We
propose a simple MAC that drops send requests while being busy with send-
ing or receiving another packet. Then, a process experiences a send omission
failure.

De nition 3.6 (Sending). A process p successfully sends a message m i
p performs a send(m) event and does not su er from a send omission fault.
Formally,

snd:N ™M ¥ Boolean
True if (p)=send(m)~pgF

:m) A snd(p;m) :=
(pim) (pim) False otherwise

Packet loss in wireless radio communication can occur in the presence of
strong multipath fading or because of shadowing e ects if the chosen fre-
quency demands line of sight. Additionally, atmospheric dilution may cause
packet errors. We say that a receiving host su ers from a receive omission
fault, if a packet is lost.

De nition 3.7 (Receiving). A process p successfully receives a message
m from a set M i p performs a receive(m) event and sender and receiver
do not su er from an omission fault. Formally?,

rcv: N 2M 1 Boolean

True if9IM2M:
( (p) =receive(m)~pF ™
99 2 Np : snd(q; m))

False otherwise

(p; M) A rev(p; M) =

W AW 0

For jMj =1 we write rcv(p; m) short for rcv(p; fmg).

Another well known problem in radio networks that lack full connectivity is
packet loss due to hidden stations. Consider two senders g and s being out of
range of each other but a receiver p sits in the middle of g and s hearing them

2For any set S given, 25 denotes the power set of subsets of S.
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Figure 3.3: Example on hidden station problem

both. Now, g and s may start transmitting a packet simultaneously. In this
case, the packets from g and s collide at the receiver C. We incorporate this
e ect in the hidden station property 3.4 de ned below. There, we prohibit a
process successfully performing the receive() event when two di erent senders
are in vicinity at the same time. An example on a packet collision is depicted
in Figure 3.3.

Property 3.4 (Hidden Station). A triple h ; ;F i of global event and
location histories and link failures exhibits the hidden station property i a
receiving process p su ers from an omission fault when at least two di erent
processes ;s in vicinity send messages. Formally,

8p 2 N :( (p) =receive() ™ 9q;s 2 Np; m;n 2 M :snd(g; m) ~ snd(s; n))
Jdp2F

3.3.6 Summary on System Model

The above introduced concepts comprise a system model which is called a
run. The following speci cation of desired behavior applies to such runs.
By observing the set of all possible runs, we can reason about whether a
protocol satis es certain properties within this system model.

De nition 3.8 (Run). A run R is a triple h ; ;F i of global event and
location histories and link failures, if it satis es the properties of causal
communication 3.1, permanent crashes 3.2, nite active processes 3.3, and
hidden stations 3.4.
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3.4 Neigh borho od Service

Failure detectorsare an e ectiv e meansfor reaching agreemen in distributed

systemsthat are prone to failures. At ead process,a local module of the
failure detector is installed and providesto its owner a negative list of pro-
cesseghat are suspected to be crashedor unreachable. Howewer, in our
model, we assumethat the number of active processesver time is unbound
in any run. Thus, a list of suspected processesould be in nitely long. We
proposeinstead to employ a similar servicethat yields a positive list of pro-
cesseswhich are expectedto be alive at the momert. The serviceis based
on a simple heartbeat medanism that repeatedly beaconsthe own process
identity to its neighborswith a xed rate p,. Sud a beaconmessagas very
short and should not be forwarded. The local neighborhood serviceof a pro-

cesscollects the heartbeats from other adjacert processesaand maintains a
list of current neighbors. It alsosetsatimer upon receivinga heartbeat from

another process:If this timer expireswithout having received an update on
the heartbeat, the processidentity is then discardedfrom the list.

Prop erty 3.5 (Heartb eats). A run R = h;; F i exhibits the heartbeat
property, if every active processp sendsout heartbeat messagessend(hb:p)
with a rate . Formally,

8p2N: (p6 ) w  (P) = send(hb:p)
8p2 N: (p) = send(hb:p)) b (p) = send(hb:p)

With the help of the above de ned heartbeats, we formalize the concept
of a processbeing connectedto another process. Note that this concept
is inherertly not symmetric; a processthat receives consecutive heartbeats
suspectsanother processto beits neighbor[no assumptionis made on how
the other processerceivesthat process.The beginningof a connectionis the
rst reception of a heartbeat after the duration of at leastthe heartbeat rate
in which the processhas not received a heartbeat. The end of a connection
equalsthe time-out of waiting for the next heartbeat. This interval denotesa
transient connectionof one processto another. Figure 3.4 shavs an example
of a connectionto explain the conceptsintroduced here.

De nition 3.9 (Newly Connected). A processq is newy connected to
a processp at time t i p receivesa heartbeat from q at time t and has not
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